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SUMMARY 
 

This information paper represents a working paper that was presented at the RTCA 
SC172 meeting in October discussing how to secure VDL Mode 3. The paper suggests 
that one way this can be achieved is to re-use the ATN security infrastructure. Such an 
approach would be a positive development for ATN security since it will enable airlines 
and CAAs to amortize costs and ease deployment of ATN security. The working group is 
invited to consider the implications of this possibility of SV8 and whether the working 
group wishes to encourage the RTCA to adopt such an approach. 
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1 Introduction 
 
This document presents some initial ideas about how to provide security for VDL Mode 
3. The goal of the document is to stimulate discussion and progress towards the definition 
of a robust security solution for VDL Mode 3. 
 
The motivation for this effort stems from two areas. There have been discussions for 
some time concerning the need to provide link layer security for VDL Mode 3. Indeed the 
original NEXCOM Mission Need Statement [1] cites improved security against threats 
such as “phantom controllers” as one of the fundamental needs of the NEXCOM 
program. More recently there have been discussions concerning requirements for 
authentication using the signature fields of the VDL Mode 3 XID exchange in the 
NEXCOM SRD [2]. Unfortunately whilst the VDL Mode 3 SARPS include a signature 
field in the XID exchange, they do not specify how to populate this field. This omission 
has resulted in questions concerning how to meet the authentication requirement. 
 
The remainder of this document focuses on a few key areas. Section 2 discusses what the 
requirements for VDL Mode 3 security are. Section 3 discusses technical issues 
concerning the operation of VDL Mode 3. Section 4 presents five possible approaches to 
security which could be applied to VDL Mode 3 along with the pros and cons of each. 
Section 5 provides more detailed descriptions of how the two leading candidates from 
Section 4 might be applied. Section 6 recommends an approach to proceed and presents 
some open questions. Section 7 lists the references cited in the document. 
 
 
2 VDL Mode 3 Security Requirements 
 
The first question to ask is what the requirements for VDL Mode 3 security are. The 
following observations support the need for security: 

 
• Within commercial environments, security is now considered a pre-requisite for 

any new RF networking technology. With this context the lack of security within 
VDL Mode 3 would be a clear omission given the safety critical nature of ATC 
applications. 

• Applications using unprotected RF links are subject to masquerade, modification, 
and replay attacks.  Also, an unprotected RF link can provide a conduit through 
which enterprise resources may be attacked.  In the case of VDL-3, the enterprise 
is the CAA’s ground infrastructure on the ground side and all of the on-board 
avionics on the air side.  ATN security mechanisms provide end-to-end integrity 
and authentication security services for ATN applications such as CPDLC: 
however, these services do not affect voice communications and any non ATN 
data communications. In addition, ATN end-to-end security does not prevent 
attacks aimed at penetration of the ground network or avionics via VDL Mode 3 
since such attacks need not be addressed to a secured ATN host. 
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• Link layer security, combined with ATN security mechanisms and other 
capabilities like firewalling and intrusion detection, will establish an appropriate 
“defense-in-depth” strategy for VDL Mode 3 security. 

 
On the other hand, the following operational constraints work against the introduction of 
security: 
 

• There will without doubt be a cost associated with the introduction of security. 
• Security will certainly involve some changes to the SARPS and MASPs. 
• Bandwidth constraints. 

 
Given the above general considerations, the following appear relevant: 
 

• Mutual authentication during the XID exchange to protect against attacks based 
on bogus assignment of aircraft or ground systems to communications channels. 

• Firewalling and/or authentication of air-ground data packets to protect the CAA 
network from intrusion. 

• Authentication of ground-air data packets to protect avionics from  intrusion. 
• Authentication of ground-air voice packets to protect against phantom controllers 

on voice connections. 
• Intrusion detection to react to attacks not otherwise prevented. 

 
 
3 VDL Mode 3 Technical Specifications 
 
A number of features of VDL Mode 3 and the XID exchange must be taken into account 
when designing a security solution. The following is a list of relevant properties of VDL 
Mode 3: 
 

• To establish a data link connection, an aircraft and ground station perform an XID 
exchange, which consists of an air-ground message followed by a ground-air 
message. 

• The XID exchange includes an optional 256-byte signature field which could be 
used to authenticate the exchange. The 256 byte restriction precludes the inclusion 
of longer items such as uncompressed certificates within this field, however 
additional fields could be added to the XID exchange to support longer items. 

• The XID exchange as currently specified does not contain any fields such as time 
fields that could be used to ensure freshness and prevent replay. However the XID 
exchange is extensible so that new fields could be added for this purpose. 

• The XID exchange as currently specified precedes only data communications, not 
voice communications. There is a NET exchange which may be performed before 
voice communications, but it is extremely limited in size – for example the air-
ground NET message simply contains the 24-bit ICAO address of the aircraft. 

• Data link messages subsequent to the XID exchange include a field which 
consists of an FCS error detection code XORed with the recipient ID. 
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It is expected that the above list will grow as the authors’ understanding of VDL Mode 3 
improves, and features like handoff which the security solution will need to support are 
clarified. 
 
 
4 Potential Technical Approaches 
 
This section provides high level description of the approaches for link layer security 
adopted by other wireless technologies, and analyzes what their fundamental pros and 
cons will be if they are applied to VDL Mode 3. 
 
A key decision in the selection process will be whether to use a solution which uses only 
symmetric cryptography or one which also uses public-key cryptography. Two or three 
approaches within each of the above categories are described. Purely symmetric solutions 
are often cheaper during initial deployment, but have some scalability issues. Public-key 
solutions are more expensive to establish, but provide improved scalability and 
automation of key management. Note that the ATN security solution requires the 
establishment of a PKI in support of its public-key based security solution – this may 
offset the upfront costs associated with use of a public-key solution by VDL Mode 3. 
 
Symmetric Solution – Option 1 – Kerberos. Kerberos is an IETF protocol that is 
widely used for securing client-server applications with wired networks. Its use has been 
proposed for WLAN security. Roughly speaking Kerberos works as follows. In advance a 
central server known as a Key Distribution Center (KDC) is established. The KDC shares 
a secret key with each client and server. Now to gain access to a server, the client 
contacts the KDC and requests a ticket to talk to the server. The KDC then selects a 
session key to be used by the client and server, and returns to the client both a copy of the 
session key encrypted with the client’s key, and a copy of the session key encrypted with 
the servers key – the latter copy of the session key is known as a “ticket”. The client can 
now forward the ticket to the server along with proof that the client knows the session 
key. The session key can then be used to secure subsequent communications between the 
client and server. 
 
Applying Kerberos to VDL Mode 3, the aircraft would assume the role of client, and the 
ground RIU would assume the role of server. A new entity would have to be established 
within the NAS to act as the KDC. 
 
The appeal of Kerberos is that it is an open standard with all the associated benefits of 
well-studied security, freeware toolkits, and the like. However it appears to have a 
number of limitations when applied to VDL Mode 3: 
 

• Four messages are needed to achieve mutual authentication of the aircraft and the 
ground. This appears to mean that authentication could not be achieved during the 
XID exchange. 

• The aircraft must be allowed to access at least one server within the NAS (the 
KDC to request a ticket) before the aircraft has been authenticated. 
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• The KDC must be online 24/7 to provide tickets. 
• Scalability to a global environment presents several issues – would each State run 

a stand-alone KDC meaning that each aircraft would have to share a key in 
advance with each KDC? Or would State KDCs be connected so that aircraft only 
need to share a key with one KDC meaning that connection establishment is 
further complicated? 

 
At first glance the drawbacks outlined above seem to make use of Kerberos for VDL 
Mode 3 security problematic. 
 
Symmetric Solution – Option 2 – SecurID Tokens. SecurID tokens are widely used to 
provide access control in corporate networks – both for local workstations and for remote 
access via VPN. There are several proprietary variants of the approach, with the most 
widely used being the approach developed by RSA Security. Roughly speaking SecurID 
tokens work as follows. In advance a central server known as a SecurID server is 
established and each user is given a credit card sized token with a small LED display. 
The SecurID server shares a secret key and a synchronized clock with each token. Now to 
gain access to the corporate network, the user activates the SecurID token during the 
logon process. The SecurID token computes the MAC of the current time using its copy 
of the secret key and displays it on its LED. The user reads the MAC from the screen and 
enters the value as their password during the logon process. The machine that the user is 
logging onto then forwards this value to the SecurID server, which re-computes the MAC 
and tells the machine to allow the logon if and only if the two MAC computations agree. 
 
Applying SecurID tokens to VDL Mode 3, the aircraft would assume the role of the user 
and the ground RIU would assume the role of the machine being accessed. A new entity 
would have to be established within the NAS to act as the SecurID server. 
 
Note that although the description above has focused on the common implementation of 
SecurID tokens on credit card sized objects providing unilateral authentication of a user 
to a machine, in the context of VDL Mode 3 there is no reason that the token could not be 
embedded within the avionics, and the protocol extended to provide mutual 
authentication and session keys. The key fundamental concept is the use of a secret 
between the user and a central server to provide authentication with the time used to 
ensure freshness. 
 
The appeal of SecurID tokens is their widespread adoption and the fact that they do not 
require hardware or software updates to end user machines being accessed to provide 
stronger security than traditional usernames and passwords. Some of the limitations when 
applying this approach to VDL Mode 3 include: 
 

• The need for secure clocks that remain synchronized. 
• The trade-off between how accurate the time must be for the server to accept it 

and the possibility for replay attacks. 
• The need for the RIU to contact the SecurID server in real time during the XID 

exchange. 
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• The complexity of applying the solution in an international environment – would 
each State run a SecurID server or would a single global SecurID server be 
established. If the former, how would communication between an RIU and a 
remote SecuID server be handled. 

 
Thus although the SecurID token approach seems more promising than the Kerberos 
approach, the above limitations still suggest that the cellular approach, which will be 
described next, is preferable. 
 
Symmetric Solution – Option 3 – Cellular. The precise details of cellular link layer 
security depend on the cellular network – GSM vs TDMA vs CDMA vs 3G vs etc. But 
roughly speaking all use symmetric approaches which can be viewed as optimizations of 
Kerberos and SecurID tokens. The GSM solution is described below by way of an 
example. 
 
In advance a central server known as an Authentication Server (AS) is established by 
each network operator. Each subscriber of the network operator is provided with a secret 
key shared with the AS. (In GSM it so happens that this key is stored on a smart card 
known as a SIM card which can be inserted into any phone.) When a phone tries to 
connect to base station, the base station requests three pieces of information from the AS 
– a sequence number for use as a challenge, the expected response to the challenge, and a 
session key derived from the shared secret key and the challenge. For obvious reasons, 
this data is known as a triple. The base station then sends the challenge to the phone. The 
phone uses its copy of the secret key to calculate a response to the challenge which it 
returns to the base station. The base station compares the phone response with the 
expected response it received from the AS and allows the phone to access the network if 
the two values match. The session key can be used to secure subsequent communications 
– for example to encrypt voice traffic. 
 
The description above is a simplification – in practice several enhancements are 
supported, including support for roaming by obtaining a triple from the AS of the 
subscriber’s home network. 
 
In addition, although GSM only supports unilateral authentication of the subscriber to the 
network, the protocols used in 3G networks have been enhanced to support mutual 
authentication. Mutual authentication does come at a price however if it is necessary to 
avoid waiting for client supplied challenge before contact the AS. In 3G systems this is 
avoided by using a predictable sequence number maintained by the both the client and the 
AS as the client challenge. The result is that the AS returns a quintuple to the base station 
consisting of: the client sequence number, the base station random challenge, the 
expected client-base station authentication value, the base station-client authentication 
value, and a session key. Management of the client sequence number becomes a 
significant concern in this case. 
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Applying the cellular approach to VDL Mode 3, the aircraft would correspond to the 
subscriber and the ground RIU to the cellular base station. A new entity would have to be 
established within the NAS to act as the AS. 
 
The cellular approach offers several advantages compared to the Kerberos and SecurID 
approaches: 
 

• Communications have been optimized in order to permit authentication to occur 
within the XID exchange without the need for real time communication between 
the RIU and the AS since the AS can provide the RIU with the relevant quintuple 
in advance. 

• Handoff has been accommodated – at least the form of handoff used within 
cellular networks. 

• No aircraft communication with the NAS needs to occur before the aircraft is 
authenticated. 

• The solution has been designed to function in an environment where multiple 
operators run their own AS’s and roaming from network to network is 
accommodated. 

 
There are however a number of limitations as well: 
 

• Implementations are not as widely available as Kerberos or SecurID. 
• The AS must be online 24/7 to provide triples. (Although in the specific example 

of GSM it is possible to re-use triples so that service can still be provided to 
subscribers who have already logged on to the visited network if communications 
between the visited network and the home AS then go down). 

 
Public-Key Solution – Option 4 – Digital Signatures. This approach simply involves 
signing the XID exchange. It is the closest approximation to the approach alluded to in 
the VDL Mode 3 SARPS. 
 
The approach is fairly straightforward in principle. In advance a central server known as 
a Certificate Authority (CA) is established. Each user also establishes in advance a 
private key and a public key – the private key they keep secret while the public key is 
published in a certificate signed by the CA. The CA’s public key must also be provided 
securely in advance to all users so that they can verify the certificates signed by the CA. 
Users can now use their private keys to digitally sign messages. Signed messages can be 
verified by anyone who also has the corresponding certificate. 
 
Applying this concept to VDL Mode 3, each entity would simply sign the message they 
send within the XID exchange. The ground station would need to send its certificate up to 
the aircraft in the signature field as well as its signature, while the aircraft certificate 
could be retrieved from a directory on the ground by the ground RIU in order to save 
bandwidth. The solution could also be used to provide unilateral instead of mutual 
authentication – in this case only the aircraft would sign the XID message it generates. 
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This approach offers the following advantages compared to the symmetric solutions we 
have already discussed: 
 

• It does not require the CA be online 24/7. 
• It requires less ground-ground communication during the XID exchange. 

 
However the following disadvantages must also be considered: 
 

• It requires more computation since digital signature calculation is more complex 
than symmetric cryptography operations 

• It requires more bandwidth since signatures will require 320 bits or so. 
• Set up costs will be higher since CAs are more complex to establish than KDCs or 

ASs. 
 
In addition there are a couple of general security issues that must be considered. Firstly 
how can replay prevention be provided for the first message sent? Digital signatures can 
easily be copied so the solution provides no real security if replay protection cannot be 
provided. Secondly the solution does not provide any session keys, and thus there is no 
easy way to extend the solution to protect communications subsequent to the XID 
exchange (assuming that it is infeasible to attach a signature to every message due to both 
the bandwidth and computational overhead). 
 
Looking at the above issues, it should be possible to address the first through the use of 
timestamps and random challenges. However the second appears more serious and 
motivates us to look for more sophisticated public-key based solutions. 
 
Public-Key Solution – Option 5 – Public-Key Key Agreement. This approach uses a 
public-key key agreement scheme such as Diffie-Hellman. It is similar to the approach to 
IDRP security standardized in the ATN SARPS. 
 
Set up of the solution is similar to the digital signatures case. In advance a central server 
known as a Certificate Authority (CA) is established. Each user also establishes in 
advance a private key and a public key – the private key they keep secret while the public 
key is published in a certificate signed by the CA. The CA’s public key must also be 
provided securely in advance to all users so that they can verify the certificates signed by 
the CA. 
 
Now security is added to the XID exchange as follows. The first message sent air-to-
ground includes either an ephemeral Diffie-Hellman public key (if the aircraft is not 
being authenticated) or a pointer to the certified Diffie-Hellman public key of the aircraft 
and a random value (if the aircraft is being authenticated). The ground then uses the 
aircraft’s public key (retrieving it from a directory if need be), its private key, and any 
random values to compute a session key. The ground then sends an XID response to the 
aircraft including either its ephemeral Diffie-Hellman public key (if the ground is not 
being authenticated) or its certified Diffie-Hellman public key and a random value (if the 
ground is being authenticated). The XID response is authenticated using the session key. 
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The aircraft can re-calculate the session key using its private key and the ground public 
key, and use the session key to verify the XID response. The session key can then also be 
used to secure subsequent communications. 
 
A few subtleties of this approach are worth noting. 
 

• Even if the aircraft supplies a certificate in the first message, the aircraft is not 
explicitly authenticated during the XID exchange. Explicit authentication of the 
aircraft only occurs when the ground uses the session key to secure subsequent 
communications. This could be changed by having the aircraft sign the first 
message – the approach taken in ATN ULCS security - but introducing this 
complexity seems undesirable. 

• It is important that the session key be fresh and unique to this session to prevent 
replay. Both the ground and aircraft must therefore provide some fresh random 
value that is used during session key calculation. (Hence the mysterious random 
value in the description above.) 

 
This approach may be preferable to the digital signature approach since it requires less 
bandwidth and provides a session key that can be used to secure subsequent 
communications. 
 
 
5 Detailed Description of Promising Approaches 
 
This section describes in more detail the two most promising approaches described in 
Section 4 – the approach based on cellular security, and the approach based on public-key 
key agreement – and gives a comparison between the two approaches. 
 
 
5.1 Approach Based on Cellular Security 
 
This section outlines the details of how an approach similar to the cellular link layer 
security solution [3] would work in the context of VDL Mode 3. 
 
Setup for the operation of the solution would involve establishment of one or more 
Authentication Servers (AS). Each aircraft must share a secret key K and a sequence 
number Seq with an AS. The number of ASs could be determined later – there could be a 
single global AS or there could be one per region or one per country. In the cellular world 
there is one AS per cellular operator. A nice feature of this approach is that all the 
problems of communication between ASs have already been addressed in the context of 
cellular security and much of that approach could be re-used. 
 
The operation of the solution is illustrated in Figure 1 below. 
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The solution proceeds as follows. Note that this description is intended as an illustration 
of the approach – the precise details would likely change as the project progresses. 
 

1. When a ground RIU G detects that an aircraft A is going to attempt to begin data 
communications (either by seeing A enter radar range, or by witnessing A begin 
voice communications, or by receiving an XID request from A), G contacts the 
AS with which A shares a key and requests a triple for A. (How G knows which 
AS to contact will depend on the AS architecture chosen – for example there may 
be only one AS that G trusts, or G may be able to determine A’s AS from A’s 
ICAO address, or G may always contact the local AS which then forwards the 
request to the appropriate AS). 

 
2. The AS responds by incrementing the value of the sequence number Seq that it 

shares with A, generating a fresh random challenge Rand, and computing the 
session key: 

 
TK = Hash ( K | Rand | Seq ) 

 
where Hash is a hash function and | denotes concatenation. The AS sends the 
triple Rand, Seq, TK to G. Note that the confidentiality and authenticity of this 
triple must be protected, meaning that the network between G and the AS will 
need to be secured. 

Figure 1 – Approach Based on Cellular Security 

 
Aircraft A RIU G 

Triple request for A 

AS 

Rand | Seq | TK 

XID request 

XID response incl 
Rand | Seq | MAC-1 

Data incl MAC-x 
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3. When A wishes to initiate data communications, A sends G an XID request. 

 
4. G responds by sending A an XID response which includes in the signature field 

the values Rand, Seq, and: 
 

MAC-1 = MAC ( TK ; Dir | Seq | Rand | XID_res ) 
 

where MAC denotes a MAC algorithm such as HMAC, Dir denotes a flag 
indicating whether the message is traveling air-to-ground or ground-to-air, and 
XID_res denotes the remainder of the XID response. 

 
5. When A receives the secured XID response, A checks that Seq is higher than any 

sequence number values that A has previously received, re-computes TK using its 
copy of the secret key K and the received values of Rand and Seq, and re-
computes MAC-1 and compares it to the received value. If all these checks are 
successful, A has successfully authenticated G. Note that the inclusion of Seq 
ensures that the authentication is fresh and prevents replay. 

 
6. When subsequent data packets are exchanged, the sender first computes a MAC 

on the packet as: 
 

MAC-x = MAC ( TK ; Dir | Seq | Rand | Packet ) 
 

where x is the number of messages exchanged so far during this session, and 
Packet is the data packet with the FCS field set to all zeroes. MAC-x is then 
inserted into the packet in place of the FCS value. The recipient of the packet re-
computes MAC-x and accepts the packet only if it corresponds to the received 
value. Note that re-using the FCS field in this way ensures that no extra 
bandwidth is used. Inclusion of Rand and Seq ensures that the authentication is 
fresh. It is assumed that the data packets already include counters that will prevent 
replay – if not, a replay prevention mechanism will need to be added. 

 
 
5.2 Approach Based on Public-Key Key Agreement 
 
This section outlines the details of how an approach based on public-key key agreement 
would work in the context of VDL Mode 3. The approach is similar to the approach taken 
for IDRP security in the ATN [4]. 
 
Setup for the operation of the solution would involve establishment of one or more 
Certificate Authorities (CA). The solution supports a variety of forms of authentication – 
unilateral authentication of ground RIUs to aircraft, unilateral authentication of aircraft to 
ground RIUs, or mutual authentication. Any entity that wishes to authenticate itself to 
others (this will depend on the form of authentication in operation), selects a key pair 
(SK,PK) consisting of a secret key SK and a public key PK, and obtains a certificate 
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Cert(X|PKX) from a CA binding their identity X and their public key PKX. CAs store any 
aircraft certificates in a directory accessible to all ground RIUs. The number of CAs 
could be determined later – the most obvious option would be simply to re-use the ATN 
PKI CA architecture. 
 
The operation of the solution is illustrated in Figure 2 below. 
 
 

 

 
 
The solution proceeds as follows. Note that this description is intended as an illustration 
of the approach – the precise details would likely change as the project progresses. 
 

1. When A wishes to initiate data communications, A sends G an XID request. If A 
wishes to authenticate itself to G, then A includes a random challenge RA and a 
pointer to its certificate in the signature field of the XID request. If A does not 
wish to authenticate itself to G, then A instead includes an ephemeral public key 
PKA. 

 
2. G receives XID request and if appropriate, retrieves A’s certificate from the 

directory and validates it. G then decides whether it wants to authenticate itself to 
A or not – if it does, it will use its long-lived key pair and certificate and a random 
challenge RG for freshness, if not, it will use an ephemeral key pair. G calculates a 
session key as follows: 

Figure 2 – Approach Based on Public-Key Key Agreement 

 
Aircraft A RIU G 

(Opt) Certificate request for A 

Directory

(Opt)  Cert ( A | PKA ) 

XID request incl PKA or  
certificate pointer and RA 

XID response incl 
PKG and MAC-1 or  

Cert ( G | PKG ), RG and MAC-1

Data incl MAC-x 
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TK = Hash ( KeyAgreement(PKA,SKG) | A | G | RA or PKA | RG or PKG) 

 
where KeyAgreement denotes a public-key key agreement operation, and A and G 
are A’s identity and G’s identity respectively. 

 
3. G formulates an XID response, including either Cert(G|PKG) and RG or PKG in 

the signature field. G calculates a MAC on the XID response using TK as follows: 
 

MAC-1 = MAC ( TK ; Dir | RA or PKA | RG or PKG | XID_res ) 
 

G then adds MAC-1 to the signature field and sends the XID response to A. 
 

4. When A receives the secured XID response, A retrieves G’s public key from the 
signature field, checks the certificate if appropriate, re-computes TK using SKA 
and PKG, and re-computes MAC-1 and compares it to the received value. If all 
these checks are successful, A has successfully authenticated G. Note that the 
inclusion of RA or the ephemeral PKA ensures that the authentication is fresh and 
prevents replay. 

 
5. When subsequent data packets are exchanged, the sender first computes a MAC 

on the packet as: 
 

MAC-x = MAC ( TK ; Dir | RA or PKA | RG or PKG | Packet ) 
 

where x is the number of messages exchanged so far during this session, and 
Packet is the data packet with the FCS field set to all zeroes. MAC-x is then 
inserted into the packet in place of the FCS value. The recipient of the packet 
recomputes MAC-x and accepts the packet only if it corresponds to the received 
value. Note that re-using the FCS field in this way ensures that no extra 
bandwidth is used. Inclusion of RA or PKA and RG or PKG ensures that the 
authentication is fresh. It is assumed that the data packets already include counters 
that will prevent replay – if not, a replay prevention mechanism will need to be 
added. 

 
 
 
 
 
5.3 Comparison Between the Two Approaches 
 
The following table summarizes the pros and cons of the two approaches. 
 
 Cellular Approach Public-Key Approach 
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Infrastructure required Authentication server which 
must be online 24/7 – 
higher maintenance cost 

Certificate Authority and 
directory – higher set-up 
cost 

Cryptographic overhead 
during XID exchange 

Only symmetric 
cryptography operations 
required – less computation 
and bandwidth 

Public-key cryptography 
operations required – some 
additional computation and 
bandwidth 

Personalization required Each aircraft must be 
personalized, no RIU 
personalization required. 

Options to avoid need to 
personalize aircraft and 
RIUs depending on desired 
security properties 

Compatibility with ATN 
security 

Not compatible with ATN 
security 

Compatible with ATN 
security – possible to use 
the same PKI for ATN 
security and VDL Mode 3 
security 

Security services provided Mutual entity authentication 
followed by data 
authentication of all 
messages after the initial 
XID request 

Mutual or unilateral entity 
authentication followed by 
data authentication of all 
messages after the initial 
XID request 

Infrastructure network 
security required 

Session keys are sent from 
the AS to the RIU – security 
required over the network 

No infrastructure network 
security required. 

Handoff support Designed to support cellular 
handoff but unknown for 
VDL Mode 3 

Unknown for VDL Mode 3 

 
 
6 Recommendation and Open Questions 
 
Both the approaches detailed in Section 5 appear to have the potential to form a strong 
security solution for VDL Mode 3. Each has different pros and cons and it seems 
appropriate to investigate further before saying definitively that one is preferred over the 
other. To help make this determination, the following steps are suggested: 
 

• Gather security requirements and validate them. 
• Fill in the details of how the solutions would work. 

 
It is hoped that during this process, the following questions which remain open can be 
addressed: 
 

• What can be done about voice security? At the moment it is not clear either when 
an initial exchange to establish session keys could be performed, or how the keys 
could be used to secure the voice packets. 
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• Is it acceptable to replace the FCS with a MAC in the existing ID XOR FCS field 
that appears in all data packets subsequent to the XID exchange in order to 
achieve data authentication? 

• Is it possible to provide replay protection – do there exist sequence numbers and 
the like in VDL Mode 3 link layer packets? 

• How does handoff work in VDL Mode 3 and to what extent does the security 
solution need to support handoff? 
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